
e-Commerce 2014

in 26 jurisdictions worldwide

Contributing editor: Robert Bond
2014

®

Published by 
Getting the Deal Through  

 in association with:

Addisons

Angeles & Lugo Lovatón

B+B Law Firm

Bühlmann Attorneys at Law

Dimitrov, Petrov & Co

Ferrere

Foyen Advokatfirma AB

García Magliona y Cía Abogados

Ichay & Mullenex Avocats

Iriarte & Asociados

Karniol Małecki i Wspólnicy Sp.k.

Kochhar & Co

Martí & Associats

Noerr LLP

Orsingher Ortu Avvocati Associati

Robins, Kaplan, Miller & Ciresi LLP

Sorainen

Speechly Bircham LLP

Stibbe

Vitale, Manoff & Feilbogen

WH Partners

Yuasa and Hara

Zhong Lun Law Firm

10
th

 an
niv

er
sa

ry

ed
iti

on



Argentina Héctor Ariel Manoff, Nicolás Matías Czejer and Vanesa Balda Vitale, Manoff & Feilbogen	 3

Australia Jamie Nettleton and Justine Munsie Addisons	 9

Belarus Alexey Anischenko, Marina Golovnitskaya and Natalia Yurieva Sorainen	 19

Bulgaria Veneta Donova Dimitrov, Petrov & Co	 24

Chile Claudio Magliona García Magliona y Cía Abogados	 31

China Jihong Chen Zhong Lun Law Firm	 36

Dominican Republic Jaime R Ángeles Angeles & Lugo Lovatón	 41

Estonia Kaupo Lepasepp and Mihkel Miidla Sorainen	 47

France Annabelle Richard and Diane Mullenex Ichay & Mullenex Avocats	 53

India Stephen Mathias and Phillip Ninan Kochhar & Co	 61

Italy Marco Consonni Orsingher Ortu Avvocati Associati	 68

Japan Kozo Yabe and Masakazu Hoshino Yuasa and Hara	 76

Latvia Agris Repšs and Valts Nerets Sorainen	 82
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Ukraine Mansur Pour Rafsendjani and Volodymyr Yakubovskyy Noerr LLP	 144

United Kingdom Robert Bond Speechly Bircham LLP	 149

United States Hillel I Parness Robins, Kaplan, Miller & Ciresi LLP	 160

Uruguay Alejandro Alterwain and Martín Cerruti Ferrere 	 170

e-Commerce 2014
Contributing editor  
Robert Bond 
Speechly Bircham LLP

Publisher 
Gideon Roberton

Business development managers 
Alan Lee 
George Ingledew 
Dan White

Account manager 
Megan Friedman

Trainee account managers 
Cady Atkinson 
Joseph Rush 
Dominique Destrée

Media coordinator 
Parween Bains

Administrative coordinator 
Sophie Hickey

Trainee research coordinator 
Robin Synnot

Marketing manager (subscriptions) 
Rachel Nurse 
subscriptions@gettingthedealthrough.com

Head of editorial production 
Adam Myers

Production coordinator 
Lydia Gerges

Senior production editor 
Jonathan Cowie

Subeditor 
Davet Hyland

Director 
Callum Campbell

Managing director 
Richard Davey

e-Commerce 2014 
Published by  
Law Business Research Ltd 
87 Lancaster Road  
London, W11 1QQ, UK 
Tel: +44 20 7908 1188 
Fax: +44 20 7229 6910 
© Law Business Research Ltd 2013 
No photocopying: copyright licences 
do not apply.
First published 2004 
Tenth edition 

ISSN 1473-0065

The information provided in this 
publication is general and may not apply 
in a specific situation. Legal advice should 
always be sought before taking any legal 
action based on the information provided. 
This information is not intended to 
create, nor does receipt of it constitute, a 
lawyer–client relationship. The publishers 
and authors accept no responsibility for 
any acts or omissions contained herein. 
Although the information provided is 
accurate as of August 2013, be advised 
that this is a developing area.

Printed and distributed by 
Encompass Print Solutions 
Tel: 0844 2480 112

contents

®

Law
Business
Research



Sorainen	 estonia

www.gettingthedealthrough.com	 47

Estonia
Kaupo Lepasepp and Mihkel Miidla

Sorainen

General

1	 How can the government’s attitude and approach to internet issues 

best be described?

The Estonian government’s approach is very positive and forward-
looking and they pay close attention to internet issues. The govern-
ment is actively implementing initiatives to develop projects dealing 
with internet services and e-solutions. In 1996 the Tiger Leap project 
began, which allowed educational institutes to have access to com-
puters in order to prioritise IT infrastructure. The internet has also 
been considered as part of Estonia’s identity and is often utilised to 
introduce the country to the outside world. ‘E-State’ is the term used 
for the variety of e-solutions and which the Estonian government 
takes great pride in. Information technology is an instrument for 
increasing administrative capacity and ensuring an innovative and 
convenient living environment for its citizens.

In 2005, the Estonian government launched the Information 
System of Government Sessions, which introduced a paper-free 
working environment to streamline the government’s decision-
making process. Different e-services include e-Business Register, 
e-Tax, Electronic Health Record, e-Prescription, Digital Signature, 
e-School, e-Police, e-Voting, mobile-ID, m-Parking etc. A long-term 
goal is to make all procedures in the public sector electronic, which 
would make the process more cost-effective and faster. Creating a 
safe and open digital society is an important mission for legislators 
and state authorities. This includes educating citizens in using the 
internet and its different services. The target is that every citizen has 
at least elementary skills to use the internet and that websites of 
public sector institutions would be accessible to people with special 
needs. 

Heading into its third decade of e-society development, Estonia 
is now the training ground for countries that want to introduce 
powerful e-solutions: at present more than 40 countries around the 
world are using e-solutions created and implemented in Estonia (see 
www.e‑estonia.com for more information). 

Legislation

2	 What legislation governs business on the internet?

There is no single regulatory instrument governing business on the 
internet. The same legal rules apply as to businesses off the inter-
net: primarily, the General Part of the Civil Code Act and the Law 
of Obligations Act. Other regulations that may be relevant for 
conducting online business include the Trading Act, Advertising 
Act, Consumer Protection Act, Electronic Communications Act, 
Information Society Services Act, Digital Signatures Act, Personal 
Data Protection Act, Gambling Act, the Copyright Act and tax 
laws. In addition, different ‘soft law’ instruments may be relevant 
(eg, guidelines and recommendations by the supervisory bodies, and 
the regulations of specific trade associations).

Regulatory bodies

3	 Which regulatory bodies are responsible for the regulation of 

e-commerce and internet access tariffs and charges?

No single specific regulatory body is responsible for the regulation 
of e-commerce. Internet access tariffs and charges are not regulated 
in Estonia. The Ministry of Economic Affairs and Communications 
is responsible for developing and implementing the state’s plans in 
the field of trade and commerce, among others. In addition, different 
state authorities regulate and exercise supervision in different fields 
of e-commerce and within the limits of their competence (eg, the 
Consumer Protection Board, the Technical Surveillance Authority, 
the Data Protection Inspectorate, the Estonian Competition 
Authority, and the Estonian Tax and Customs Board).

Jurisdiction

4	 What tests or rules are applied by the courts to determine the 

jurisdiction for internet-related transactions (or disputes) in cases 

where the defendant is resident or provides goods or services from 

outside the jurisdiction?

EU
Estonian courts follow the regulations adopted in the EU, especially 
in Regulation No. 44/2001 (Brussels I) for determining the applica-
ble jurisdiction in civil and commercial matters between EU member 
states. Under a general principle the jurisdiction is to be exercised by 
the EU member state in which the defendant is domiciled, regard-
less of the nationality of the defendant. Domicile is determined in 
accordance with the domestic law of the EU member state where the 
matter is brought before a court.

In contractual B2B matters where a valid contractual choice of 
jurisdiction is absent, the defendant can be brought before the court 
of his domicile or registered office or before the court of the place of 
performance of the obligation.

In contractual B2C matters where a valid contractual choice of 
jurisdiction is absent, consumers may bring proceedings either into 
the courts of the EU member state in which the defendant is domi-
ciled or into the courts of the place where the consumer is domiciled. 
Applicable law for internet-related transactions is based on the EC 
Regulation 593/2008 for contractual obligations (Rome I). 

Non-EU
Where parties have not chosen a jurisdiction to cover the contract 
and no other specific treaties cover business relations between the 
two countries (eg, the Lugano Convention with EFTA countries), the 
issues of cross-border transactions are resolved under the Estonian 
Private International Law Act. In Estonia this generally means that 
the transaction is governed by the law of the state with which the 
contract is most closely connected. However, in the case of con-
sumer contracts, a choice of law cannot have the result of depriving 
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the consumer of the protection afforded to him by the mandatory 
rules of his state of residence. 

Contracting on the internet

5	 Is it possible to form and conclude contracts electronically? If so, how 

are contracts formed on the internet? Explain whether ‘click wrap’ 

contracts are enforceable, and if so, what requirements need to be 

met? 

Yes. Parties can conclude a contract through electronic means. The 
procedure does not differ substantially from concluding a contract 
in a regular (written or oral) procedure. A contract is entered into 
by an offer being made and accepted or by the mutual exchange of 
declarations of intent in any other manner if it is sufficiently clear 
that the parties have reached an agreement. 

 ‘Click wrap’ contracts are enforceable under similar terms as 
‘regular’ contracts. Whether the parties have reached an agreement 
is decisive. Under Estonian law a transaction may be entered into in 
any format unless a mandatory format of the transaction is provided 
by law. According to the Estonian General Part of the Civil Code Act 
a transaction can also be entered into in a format enabling repeated 
written reproduction, if the law does not prescribe a specific format 
for this type of agreement. The agreement should contain the names 
of the persons entering into the transaction, but need not contain 
handwritten signatures.

6	 Are there any particular laws that govern contracting on the internet? 

Do these distinguish between business-to-consumer and business-to-

business contracts?

The specifications for entry into a contract through a computer 
network are regulated in the Law of Obligations Act. These are 
mandatory for B2C contracts. For entry a into contract through a 
computer network the terms of the contract, including the standard 
terms, have to be presented to the customer in a manner that enables 
them to be saved and reproduced (eg, possibility to download, send 
to an e-mail, print). 

Agreements must be accessible and customers must be able to 
identify and correct typing errors before transmitting their orders. 
Before transmission of an order the supplier shall notify the cus-
tomer of the technical stages involved in entering into the contract, 
whether the supplier will preserve the text of the contract after entry 
into the contract and whether the text will remain available to the 
customer, the languages in which the contract may be entered into 
and the rules observed by the supplier, and the electronic means for 
examining the rules.

7	 How does the law recognise or define digital or e-signatures?

The Estonian Digital Signatures Act defines a digital signature as a 
data unit that is created using a system of technical and organisa-
tional means, which is used by a signatory to indicate his link to a 
document. The law recognises a digital signature as having the same 
legal consequences as a handwritten signature if these consequences 
are not restricted by law and if certain requirements of digital signa-
ture are lacking. Digital signatures of other countries are recognised 
if these meet the technical standards set by law. 

8	 Are there any data retention or software legacy requirements in 

relation to the formation of electronic contracts? 

Similarly to paper documents, digital documents must also be 
retained for the purposes of accounting, taxation etc. Digital docu-
ments can be used in court proceedings as evidence, so retention of 
such data may be in the interests of the contracting party in order to 
produce evidence in any subsequent proceedings.

Security

9	 What measures must be taken by companies or ISPs to guarantee the 

security of internet transactions?

According to the Electronic Communications Act, a communica-
tions undertaking is required to take appropriate technical and 
organisational measures to manage the risks related to the security 
and integrity of the communications services and network. These 
measures must be proportionate to the potential emergency situation 
and ensure minimum impact of incidents endangering the ensuring 
of security and integrity on users of communications services and 
related networks and to ensure continuity of the provided services.

10	 As regards encrypted communications, can any authorities require 

private keys to be made available? Are certification authorities 

permitted? Are they regulated and are there any laws as to their 

liability?

According to the current legislation there is no explicit obligation to 
disclose private keys to the authorities. The Digital Signatures Act 
does prescribe that persons who create private and public keys for 
other persons cannot create copies of the keys for themselves or for 
third parties. However, if necessary in a criminal investigation, the 
authorities can ask for these keys to be made available under general 
provisions. 

Certification authorities, or certification service providers, 
are regulated under the Digital Signatures Act, which sets out the 
requirements on relevant certificates, as well as the certification ser-
vice providers. These may be state agencies or persons registered in 
the corresponding register in Estonia. Under the Digital Signatures 
Act, the service providers are liable for damages caused as a result 
of a violation of their obligations. This liability may not be limited 
in case of intent or gross negligence, due to the automated processes 
of the service provider, which would not make the service provider 
liable in most cases.

Domain names

11	 What procedures are in place to regulate the licensing of domain 

names? Is it possible to register a country-specific domain name 

without being a resident in the country?

The Estonian Internet Foundation adopted a new ‘.ee’ Domain 
Regulation on 1 March 2013. The registration of a domain name 
may be applied by all persons (ie, no need to be a resident in Estonia), 
whose identity is verified and who has submitted the required infor-
mation and documents to a registrar. A registrant has to authorise 
an administrative contact to represent the registrant, who must be a 
person with an Estonian personal identification code who is either a 
citizen of the Republic of Estonia or a citizen of the EU, a member 
state of the European Economic Area or the Swiss Confederation, 
whose place of residence is registered as Estonia. 

The number of domain names per registrant is not limited. A 
domain is registered for one year and the registrant has to pay a fee 
to the registrar. After one year, the term may be renewed. 

‘.ee’ domain registration and all other registration services are 
performed by registrars accredited through the Estonian Internet 
Foundation. 

12	 Do domain names confer any additional rights (for instance in relation 

to trademarks or passing off) beyond the rights that naturally vest in 

the domain name?

No. Domain names do not confer any additional rights to its hold-
ers that are beyond the rights naturally vested in the domain name.
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13	 Will ownership of a trademark assist in challenging a ‘pirate’ 

registration of a similar domain name?

Yes. A similar domain name can be challenged in court or in a 
Domain Disputes Committee (DDC), consisting of national experts. 
The Estonian Supreme Court has confirmed that the functions of a 
domain name are similar to that of a trademark. A domain name 
can be challenged on the basis of the Estonian Trade Marks Act. 
Addressing disputes regarding domain names to the DDC does not 
exclude the possibility to turn to court. Recent disputes regarding 
domain names that have resulted in handing over the domain name 
to the trademark owner include, among others, Adwords, VISA, 
Vodafone, Wikipedia and Fedex.

Advertising

14	 What rules govern advertising on the internet?

Advertising on the internet is governed by the Advertising Act. The 
same general principles apply as for any other means of advertising. 
The use of electronic contact details for direct marketing is regulated 
under the Electronic Communications Act, the Information Society 
Services Act and Law of Obligations Act. In addition to relevant leg-
islation, advertising regulations are also interpreted and guidelines 
given by the Consumer Protection Board and Advertising Council 
established under the Consumer Protection Board. 

With some exceptions, the use of the electronic contact details 
of a natural person for direct marketing is generally allowed only 
with the person’s prior consent (opt-in). The use of a legal person’s 
electronic contact details for direct marketing is allowed if a clear 
and distinct opportunity is given to refuse such use of contact details 
upon their use (opt-out). This possibility has to be free of charge and 
easy and the person must be allowed to exercise their right to refuse 
over an electronic communications network.

15	 Are there any products or services that may not be advertised or 

types of content that are not permitted on the internet?

The same restrictions apply as for any other form of advertising. 
Content that is misleading to the consumer or contains pornography 
or promotes violence or cruelty is prohibited.

The advertising of the following products, persons and ser-
vices are prohibited or very strictly limited: trustees in bankruptcy, 
notaries and bailiffs, sexual services, tobacco, narcotic drugs and 
psychotropic substances, weapons, firearm accessories and ammuni-
tion, explosive substances and pyrotechnic articles, gambling, health 
services (including artificial insemination) and infant formulae. 

In addition, the law limits the advertising of plant protection 
products, biocidal products, alcohol, financial services, attorneys, 
sworn translators and patent attorneys, and medicinal products. 
There are rules in place for advertisements directed at children, and 
advertising of goods and services that are technically complex, con-
tain hazardous substances or require special operating skills.  

Financial services

16	 Is the advertising or selling of financial services products to 

consumers or to businesses via the internet regulated, and, if so, by 

whom and how?

The advertising of financial services is regulated in the Advertising 
Act and non-binding guidelines by the Consumer Protection Board 
drafted in collaboration with the Estonian Financial Supervisory 
Authority. The selling of financial services to consumers via the 
internet is regulated in the Law of Obligations Act. 

According to the Advertising Act, the advertisement of financial 
services has to include a statement inviting the consumer to examine 
the terms and conditions of the financial services and to consult an 

expert if necessary. Any advertisement that offers a credit or arrange-
ment of credit contracts and in which a rate of interest or any figures 
relating to the cost of the credit are indicated has to include a state-
ment of the annual percentage rate of charge. This information has 
to be presented with a representative example if necessary. The cost 
of the credit must be shown in the form of a typical example, which 
has to comprise at least the following components: cost of the credit, 
average length of the credit and average total sum of the credit.

In addition, the Advertising Act prescribes how to present such 
statement in online advertisements. According to the non-binding 
guidelines by the Consumer Protection Board, the statement has to 
be visible for each financial service offered on the website or, as a 
minimum, the front page of the website has to include the follow-
ing statement: ‘This website belongs to an undertaking providing 
financial services and it is recommended to examine the terms and 
conditions of the financial services and to consult an expert if neces-
sary before concluding any agreements.’ 

The statement has to be presented on textlinks, banners, price 
calculators, social media pages and offers (where client information 
obtained legally from other channels or legal entities is used to make 
an offer and the clients receive similar offers). 

If there is no specific reference to a financial service, the require-
ments from the Advertising Act do not apply (ie, when the commer-
cial announcement includes only the business name or trademark of 
the service provider). If the advertisement refers specifically to the 
service, then the statement inviting consumers to examine the terms 
and conditions of the financial services and to consult an expert if 
necessary must be included. 

A credit broker has to notify the consumer of the extent of 
the powers of the credit broker prior to entry into a credit broker-
age contract. This means, in particular, disclosing the information 
whether the credit broker works with one or more creditors or inde-
pendently in the advertisement itself. For advertisements comprising 
only the trademarks of the service provider, this requirement does 
not apply. 

During the term of the contract the consumer is entitled to 
receive the contractual terms and conditions on paper. 

Defamation

17	 Are ISPs liable for content displayed on their sites?

Obligations of ISPs are regulated in the Information Society Services 
Act. According to this Act, the liability of ISPs is restricted under cer-
tain conditions, which are dependent on the type of service provided 
(information transmission, provision of access to public data com-
munications network, temporary storage in cache memory, storage). 
Furthermore, ISPs are under no obligation to monitor information 
provided by the recipients of their services or actively seek illegal 
activities. It is rather the website owner who is liable for the content 
displayed on his or her website, not the ISP. 

In the Estonian Supreme Court’s prior practice the court has 
ruled that a news website that has an integrated interactive com-
menting environment, and actively invites its visitors to comment in 
this environment, has control over it and could not be regarded as 
an ISP. Accordingly, the court found that liability restrictions deriv-
ing from the Information Society Services Act do not apply for such 
websites. The news website is thus responsible for removing any 
incompatible and offensive comments. 

18	 Can an ISP shut down a web page containing defamatory material 

without court authorisation?

No restriction of this kind is established under Estonian law. Usually, 
ISPs have included provisions regarding the right to shut down a 
website in their terms of use or in the contract concluded with a  
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respective customer. This means that the ISP must comply with these 
terms and contracts when shutting down a website.

The Supreme Court has found that the owner of an internet por-
tal is justified to restrict the commentators’ freedom of speech due to 
an obligation to respect the personality rights of third persons. This 
means, in principle, that the owners of such websites not only have 
the option to take down defamatory content, but also have the obli-
gation to do so in order to avoid liability or reduce potential dam-
ages. The liability of the website owner can be limited if he or she 
can show that he or she has acted reasonably and done everything in 
his or her power to remove any defamatory content. 

Intellectual property

19	 Can a website owner link to third-party websites without permission?

Estonian law does not provide any specific regulation on web link-
ing and there is no case law regarding the matter. Linking to third-
party websites is used very often in practice. However, each case of 
linking should be considered individually, as it is possible to conflict 
with regulations dealing with misleading advertising, unfair compe-
tition, etc. 

20	 Can a website owner use third-party content on its website without 

permission from the third-party content provider?

There are no special rules governing the matter, the general rules of 
the Copyright Act apply. Whether the website owner is allowed to 
use third-party content on its website without permission depends 
on who the owner of the website is and the purpose for using the 
third-party content. Using third-party content is allowed under pro-
visions regulating fair use of works in the Copyright Act. 

21	 Can a website owner exploit the software used for a website by 

licensing the software to third parties? 

The website owner may exploit the software used for its website if 
it does not violate the rights of a third party (eg, he or she has copy-
right or licence rights to the software or a consent from the owner 
of such rights). If the website owner does not have the intellectual 
property rights and he or she does not have explicit permission from 
their respective owner, then exploiting the software is not allowed. 

22	 Are any liabilities incurred by links to third-party websites?

There is no specific law governing the matter. Where linking vio-
lates other laws or contracts, then liability is incurred under general 
provisions. 

Data protection and privacy

23	 How does the law in your jurisdiction define ‘personal data’?

The Estonian Personal Data Protection Act defines personal data 
as any data concerning an identified or identifiable natural person, 
regardless of the form or format in which such data exists. In addi-
tion, the law differentiates sensitive personal data, which includes 
data revealing political opinions or religious or philosophical beliefs, 
ethnic or racial origin, state of health or disability, genetic informa-
tion, biometric data (above all fingerprints, palm prints, eye iris 
images and genetic data), information on sex life, trade union mem-
bership or commission of an offence or falling victim to an offence 
before a public court hearing, or making a decision in the matter 
of the offence or termination of the court proceeding in the matter.

24	 Does a website owner have to register with any controlling body to 

process personal data? May a website provider sell personal data 

about website users to third parties?

There is no general obligation to register with the Data Protection 
Inspectorate. 

The processor of personal data is required to register the process-
ing of sensitive personal data with the Data Protection Inspectorate, 
unless the processor has appointed a person responsible for protec-
tion of personal data. This person must be independent in his or 
her activities from the processor of personal data and monitors the 
compliance of the processor of personal data upon the processing of 
personal data. If the person is not appointed, a registration applica-
tion for entry in the register of processors of personal data has to be 
submitted. This must be done at least one month before the process-
ing of sensitive personal data commences.

If the website provider wishes to sell personal data to third par-
ties, he or she must obtain the explicit consent from the data subject 
to do so. 

25	 If a website owner is intending to profile its customer base to target 

advertising on its website, is this regulated in your jurisdiction? In 

particular, is there an opt-out or opt-in approach to the use of cookies 

or similar technologies?

Profiling is not prohibited provided that data protection rules are 
followed. If profiling results in an automated decision that is made in 
the process of entry into or performance of a contract at the request 
of the data subject then the data subject must be given an oppor-
tunity to object against the decision to protect his or her legitimate 
interests. Automated decisions are also allowed if making the auto-
mated decision is prescribed by law and if the law provides measures 
for the protection of the legitimate interests of the data subject.

In Estonia there is an opt-out approach to the use of cookies. An 
opportunity to refuse cookies is sufficient and no express consent to 
cookies is needed. 

26	 If an internet company’s server is located outside the jurisdiction, are 

any legal problems created when transferring and processing personal 

data?

If the server is located outside Estonia and the services provided are 
not governed by Estonian law the Estonian Data Protection Act is 
not applicable.

Transfer of personal data from Estonia is permitted only to a 
country that has a sufficient level of data protection. Transfer of 
personal data is permitted to EU member states and the states party 
to the agreement of the European Economic Area, and to countries 
whose level of data protection has been evaluated as sufficient by 
the European Commission (eg, where the data is transferred to the 
US and the data processor in the US has obtained the EU-US Safe 
Harbor certificate).

Personal data may be transferred to a foreign country that does 
not meet the above-mentioned conditions only with the permission 
of the Data Protection Inspectorate, unless the data subject has con-
sented to the transfer of personal data. 

27	 Does your jurisdiction have data breach notification laws?

There is no general obligation to notify of data breaches. However, 
communications undertakings are required to notify the Data 
Protection Inspectorate of personal data breaches at the earliest 
opportunity. 

Additionally, where the data processor is processing sensitive 
personal data and has appointed a person responsible for the pro-
tection of personal data, this person has to inform the processor 
of personal data of a violation discovered upon the processing of 
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personal data. Only after the processor of personal data does not 
take measures to terminate the violation does the person responsible 
for the protection of personal data then have an obligation to inform 
the Data Protection Inspectorate of the discovered violation.

Taxation

28	 Is the sale of online products subject to taxation?

Online products are subject to VAT in Estonia as regular goods and 
services. When it comes to income tax, these products are subject to 
taxation only if the seller is deemed to have a permanent establish-
ment in Estonian territory. 

29	 What tax liabilities ensue from placing servers outside operators’ 

home jurisdictions? Does the placing of servers within a jurisdiction by 

a company incorporated outside the jurisdiction expose that company 

to local taxes?

A server by itself does not constitute a permanent establishment. 
Placing a server in Estonia by a company incorporated outside 
Estonia can constitute a permanent establishment if the foreign 
company has full control over the server and the server is used to 
carry out the business of the foreign company. Permanent establish-
ment is not founded if the server is used for preparatory or auxiliary 
activities.

30	 When and where should companies register for VAT or other sales 

taxes? How are domestic internet sales taxed?

Companies that are engaged in distance selling have to register as 
a VAT taxable person with the Estonian Tax and Customs Board if 
the taxable value of the supply of distance selling in Estonia exceeds 
€35,000 as calculated from the beginning of a calendar year. The 
registration obligation shall arise for the person as of the date on 
which the supply reaches the specified amount. 

Domestic internet sales are taxed by the same general rules as 
regular sales. Domestic internet sales are subject to VAT of 20 per 
cent, with lower rates for particular products listed in the Value 
Added Tax Act. 

31	 If an offshore company is used to supply goods over the internet, 

how will returns be treated for tax purposes? What transfer-pricing 

problems might arise from customers returning goods to an onshore 

retail outlet of an offshore company set up to supply the goods?

There is no specific regime regulating the matter. Regular transfer-
pricing rules apply and if they are related persons, then transfer-
pricing rules must be obeyed.

Gambling

32	 Is it permissible to operate an online betting or gaming business from 

the jurisdiction?

Yes, remote gambling is allowed under the Gambling Act after the 
operator has obtained a relevant activity licence and an operat-
ing permit for organising remote gambling. The Estonian Tax and 
Customs Board has the right to block remote gambling sites that do 
not have the required licences to operate in Estonia. 

33	 Are residents permitted to use online casinos and betting websites? 

Is any regulatory consent or age, credit or other verification required?

Residents are permitted to use online casinos and betting websites. 
However, the Tax and Customs Board has the right to block illegal 
operators’ websites and issue a precept to payment service providers 

to stop the debiting and crediting of the account used for organising 
illegal remote gambling.

The use of online casinos is prohibited for persons under 21 
years of age and the use of betting websites is prohibited for persons 
under 18 years of age who play by remote gambling in Estonia. The 
gambling operator has to ensure the identification of each player, 
the registration of each player’s forename and surname, personal 
identification code or date of birth in the absence of a personal iden-
tification code. 

Additionally, a gambling operator must verify that a person 
is not listed in the database of persons with restrictions on play-
ing games of chance in Estonia. This is a central database operated 
by the Estonian Tax and Customs Board, where players can self-
exclude themselves from gambling.

Outsourcing

34	 What are the key legal and tax issues relevant in considering the 

provision of services on an outsourced basis?

Services provided on an outsourced basis are not regulated under 
any specific law. The relationship constitutes a regular contractual 
relationship. The most important aspects of such contract include 
the scope and definition of the services provided, liability and indem-
nity in case of non-compliance with the terms of the agreement, the 
possibility of making amendments to the agreement, applicable law 
and dispute resolution mechanisms, intellectual property rights, exit 
management and data protection matters. 

35	 What are the rights of employees who previously carried out services 

that have been outsourced? Is there any right to consultation 

or compensation, do the rules apply to all employees within the 

jurisdiction?

In cases of business transfer (ie, transfer of an economic entity that 
retains its identity), employees who previously carried out services 
are automatically transferred to the new employer. The employment 
relationship continues on the same terms and conditions as provided 
in their employment contracts if the parties do not agree otherwise. 
The information and consultation procedure must be carried out at 
least one month before the transfer of an undertaking. The trustee of 
the employees (or all employees, if there is no trustee elected) must 
be notified and, within 15 days after receiving the notice, the trus-
tee (or the employees) is entitled to meet with the representatives of 
the transferor and the transferee and make proposals relating to the 
measures planned with regard to the employees. The transferor and 
the transferee must justify any disregard of the proposals.

Employment contracts cannot be terminated due to a business 
transfer. However, it may happen that an employee’s position is ter-
minated for economic reasons due to restructuring. In the event of 
redundancy, employees must be paid compensation equal to one 
month’s salary by the employer. The Unemployment Insurance 
Fund will pay additional compensation of one month’s salary if the 
employee has worked for five to 10 years and two months’ salary if 
the employee has worked for more than 10 years. While notifying 
the employees about the redundancy, the prior notification period 
must be followed (15 to 90 days depending on the length of service); 
if the employee is not given the full notification period, he or she has 
the right to receive compensation up to what they would have had 
the right to obtain following the term of advance notice.

An additional information and consultation process must be 
applied in the event of collective redundancy (starting from five 
employees in cases of small companies, up to a limit 19 employees). 

The rules apply for all employees within the jurisdiction. 
However, the employment contract or the collective agreement may 
provide more favourable rules for employees.
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Online publishing

36	 When would a website provider be liable for mistakes in information 

that it provides online? Can it avoid liability?

The violation of personality rights or interference with the economic 
or professional activities of a person by way of disclosure of incor-
rect information or by the incomplete or misleading disclosure of 
factual information concerning the person or the activities of the 
person is unlawful. Such activity is not unlawful if the person who 
discloses such information can prove that he or she was unaware 
and was not required to be aware that the information was incorrect 
or incomplete at the time of disclosure. The disclosure of defama-
tory facts concerning a person or facts that may adversely affect the 
economic situation of a person is deemed to be unlawful, unless the 
person who discloses such facts proves that they are true. Regardless 
of these rules, the disclosure of information or facts is not deemed 
to be unlawful if the person who discloses the information or the 
person to whom such information is disclosed has a legitimate inter-
est in the disclosure and if the person who discloses the information 
has checked the information with a thoroughness that corresponds 
to the gravity of the potential violation. 

If incorrect information has been disclosed then the victim can 
ask the person who disclosed such information to refute the infor-
mation or publish a correction. This obligation cannot be excluded; 
the victim may also ask for compensation to be paid by the person 
who disclosed the incorrect information. 

37	 If a website provider includes databases on its site, can it stop other 

people from using or reproducing data from those databases?

If the database is a protected database under the Copyright Act, 
then the website provider can restrict the use and reproduction of 
the data contained in the database. The lawful user of a database or 
of a copy thereof is entitled, without the authorisation of the author 
and without payment of additional remuneration, to perform any 
acts necessary for the purposes of access to the contents of the data-
base and normal use of its contents. If the lawful user is authorised 
to use only part of the database, this provision shall only apply to 
the corresponding part of the database or of a copy thereof. Any 

contractual provisions that prejudice the exercise of the right are 
void. 

The lawful user of a database that is made available to the public 
in whatever manner has the right to make extractions and to re-
utilise insubstantial parts of its contents for any purposes. However, 
a lawful user of a database that is made available to the public in 
whatever manner may not infringe the copyright or related rights of 
the database maker, and he or she may not perform acts that conflict 
with normal use of the database or unreasonably prejudice the legiti-
mate interests of the maker of the database.

A lawful user of a database may also extract or reutilise a sub-
stantial part of the database without the authorisation of its maker 
and without the payment of remuneration in the case of extraction 
for private purposes of the contents of a non-electronic database;  
extraction for the purposes of illustration for teaching or scientific 
research, as long as the source is indicated and to the extent justified 
by the non-commercial purpose to be achieved; or extraction or re-
utilisation for the purposes of public security or an administrative or 
judicial procedure to the extent justified by the purposes of public 
security or an administrative or judicial procedure.

38	 Are there marketing and advertising regulations affecting website 

providers?

Website providers are obligated to follow the same regulations on 
marketing and advertising as any other business. There are no other 
specific restrictions for such marketing and advertising than for 
online marketing, or regular marketing and advertising in general 
(see questions 14 and 15). 
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It is likely that trading of traditionally restricted goods and 
services will gradually be opened up to e-commerce. For example, 
recently regulations enabling the online selling of medicines were 
introduced and pharmacies can now apply for the right to sell 
medicines online.

Update and trends
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